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ASSIGNMENT No. 1
Note: All questions carry equal marks. 
Q. 1
(a) 
Targeted attacks are more difficult and take more time than attacks on a target of opportunity. Explain why?

(b)
The steps that an attacker takes in attempting to penetrate a targeted network are similar to the ones that a security consultant performing a penetration test would take. Discuss. 

Q. 2
(a)
Describe how a man-in-the-middle attack may be performed on a Wi-Fi network and the consequences of such an attack.
(b) 
Explain how access control lists are use to represent access control matrices. Describe the environments in which they are widely used and their advantages and disadvantages.
Q. 3
(a)
Describe the difference between fire suppression and fire detection systems.

(b)
Why is social engineering such a successful form of attack?

(c)
Discuss why an insider is potentially more dangerous than an external attacker.
Q. 4
How symmetric and asymmetric encryption are applied, your browser uses SSL to protect the privacy of the information passing between your browser and a web server.
Q. 5
Explain when using HTTP would be satisfactory and why for a small locally owned business, and when you should use HTTPS and why?
ASSIGNMENT No. 2



Total Marks: 100
Note: All questions carry equal marks. 

Q. 1
(a)
Describe the three-way handshake process used to initiate TCP connections.

(b)
How sub-netting works? Provide a brief description and be sure to include an example to illustrate how sub-netting works.
Q. 2
(a)
Describe how asymmetric encryption allows Public Key Infrastructure (PKI) to function.

(b)
Explain how symmetric encryption works to protect files.
Q. 3
(a)
Describe the pros and cons of establishing a key escrow program for a small to medium sized business.

(b)
Describe the steps involved in verifying a certificate’s validity.

(c)
Compare and contrast the hierarchical trust model, peer to peer trust model, and hybrid trust model.
Q. 4
(a)
Explain why 3DES is stronger that regular DES?

(b)
Elaborate the concepts of key-space. How does it improve an algorithm’s ability to protect data?
Q. 5
(a)
Describe how gain unauthorized access to a computer system or network is possible through social engineering?

(b)
Discuss the types of information that attackers might try to obtain if they were able to install a sniffer on a network.


(c)
What are the implication of the speed at which the Slammer virus spreads?
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Credit Hours: 3 (3 + 0)

Recommended Book: 
Principles of Computer Security by Wm. Arthur Conklin, Gregory B. White, Chuck Cothren

Course Outline:

Unit–1 Introduction and Security Trends


The Security Problem, Security Incidents


Threats to Security, Security Trends


Avenues of Attack, Types of Attacks

Unit–2 General Security Concepts


Basic Security Terminology, 
Security Basics


Access Control, Security Models


Confidentiality Models, Integrity Models 

Unit–3 Operational/Organizational Security


Security Operations in an Organization


Standards, and Guidelines


The Security Perimeter, Physical Security

Unit–4 Standards and Protocols


PIKX/PKCS, PKIK Standards


PKCS,
X.509, 
SSL/TLS, ISAKMP, CMP, XKMS
Unit–5 The Impact of Physical Security on Network Security
The Problem, Physical Security Safeguards


Policies and Procedures, Access Controls, Authentication

Unit–6 Conventional Encryption 

Conventional Encryption Model, Classical Encryption Techniques

The Data Encryption Standard (DES), Triple DES 

Placement of Encryption Function, Traffic Confidentiality

Unit–7 Authentication and Digital Signatures


Authentication requirements, Authentication Functions


Cryptographic Check sums, Hash Functions


Digital Signature

Unit–8 Cryptographic Algorithms


The MD5 Messages Digest Algorithm

The Secure Hash Algorithm (SHA)

Unit–9 Attacks and Malware


Attacking Computer Systems and Networks


Denial-of-Service Attacks, Backdoor and Trapdoors, Sniffing, Spoofing


Man-in-the-Middle Attacks, Reply Attacks, TCP/IP Hijacking


Attacks on Encryption, Password Guessing, Software Exploitation


   Social Engineering, Malware
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