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                                 Pass Marks: 50
ASSIGNMENT No. 1
(Units 1 – 4)

Question 1: Data Presentation & Descriptive Statistics                                                   [6+6+8]
A Cyber Security Operations Center (SOC) monitors daily network intrusion alerts. The following data represents the number of detected malicious intrusion attempts per day over a period of 30 days: 

12, 15, 18, 12, 22, 25, 30, 18, 15, 12, 28, 35, 40, 18, 22, 25, 15, 12, 20, 22, 9, 13, 41, 17, 22, 45, 10, 18, 32, 38

· (a) Construct a grouped Frequency Distribution Table. 

· (b) Draw a Histogram and a Frequency Polygon for the data. 

· (c) Calculate the Arithmetic Mean, Median, Mode, and Variance for this dataset. 

Question 2: Measures of Dispersion & Cyber Risk                                                           [10+10]
Two network security firewalls (Firewall A and Firewall B) are tested for packet latency (in milliseconds) under heavy traffic. 

· Firewall A: [image: image2.png]Mean = 45 ms



, [image: image4.png]Standard Deviation = 9 ms




· Firewall B: [image: image6.png]


, [image: image8.png]Standard Deviation = 8 ms




· (a) Calculate the Coefficient of Variation (CV) for both firewalls. 

· (b) Which firewall exhibits greater relative consistency in performance? Explain. 
Question 3: Probability & Security Events                                                                        [10+10]
In an enterprise network, 60% of incoming emails are legitimate, 30% are spam, and 10% contain malicious phishing links. The probability that an automated security filter correctly flags a email containing a phishing link is 0.95, while it misidentifies a spam email as phishing with a probability of 0.10, and a legitimate email as phishing with a probability of 0.02. 

(a) Using Bayes' Rule, calculate the probability that a randomly chosen email flagged as phishing actually contains a malicious link. 

(b) Are the events "Email is Phishing" and "Email is Flagged" independent? Prove mathematically. 

Question 4: Random Variables & Joint Distributions                                                     [6+8+6]
Let [image: image10.png]


 be a discrete random variable representing the number of failed login attempts before a user successfully logs in to a secure server. The probability mass function (PMF) of [image: image12.png]


 is given by: 

[image: image13.png]f(x) =k(0.2)*,





· (a) Find the value of the constant [image: image15.png]


. 
· (b) Calculate the Mathematical Expectation [image: image17.png]E(X)



 and Variance [image: image19.png]Var(X)



. 

· (c) Use Chebyshev’s Inequality to find a upper bound for [image: image21.png]P(|X —u| =2)



. 

Question 5: Advanced Counting Rules                                                                               [10+10]
An enterprise access control system requires users to generate an 8-character temporary passcode consisting of uppercase letters, lowercase letters, numbers, and special symbols. 

· (a) Calculate the size of the total sample space of possible passcodes if repetitions are allowed versus when repetitions are not allowed. 

· (b) If an automated brute-force tool makes [image: image23.png]10°



 randomly generated passcode checks per second, calculate the probability of guessing a specific passcode within 1 hour. 
Total Marks: 100 





                                 Pass Marks: 50
ASSIGNMENT No. 2

(Units 5 – 9)

Question 1: Probability Distributions in Cyber Attacks                                                   [6+6+8]
· (a) Binomial Distribution: A network system experiences brute-force login attempts. The probability that any single attempt breaks a weak password is [image: image25.png]p = 0.05



. If an attacker makes 20 independent attempts, calculate the probability that exactly 3 attempts succeed. 

· (b) Poisson Distribution: A web server receives denial-of-service (DoS) ping requests at an average rate of 4 requests per minute. Find the probability that the server receives more than 2 requests in a given minute. 

· (c) Normal Distribution: The size of data packets passing through a router follows a Normal Distribution with mean [image: image27.png]u =500 KB



 and standard deviation [image: image29.png]o = 50KB



. Calculate the probability that a randomly selected packet has a size between [image: image31.png]450 KB



 and [image: image33.png]580 KB



. 

Question 2: Sampling & Hypothesis Testing on Means                                                     [5+15]
A cybersecurity company claims that its antivirus software reduces full system scan times to an average of 30 minutes. A sample of 36 computers is tested, yielding a sample mean scan time of 32.5 minutes with a sample standard deviation of 6 minutes. 

· (a) Formulate the Null ([image: image35.png]


) and Alternative ([image: image37.png]


) hypotheses. 

· (b) Perform a two-tailed test at a [image: image39.png]


 significance level to evaluate the company's claim. 

· (c) State your decision using the calculated P-value. 
Question 3: Proportions & Contingency Tables




          [10+10]
A team investigates whether applying multi-factor authentication (MFA) reduces account compromise rates. Out of 200 accounts without MFA, 30 were compromised. Out of 250 accounts with MFA, 10 were compromised. 

· (a) Test the hypothesis at [image: image41.png]


 that the proportion of compromised accounts is significantly lower for accounts using MFA. 

· (b) Perform a Chi-Square test of independence to determine if account compromise is independent of MFA usage. 

Question 4: Linear Regression, Correlation & Practical Implementation                       [10+10]
The following table shows the execution time (in seconds) taken by a cryptanalytic algorithm to crack encryption keys of varying bit lengths:
	Key Length (Bits) (X)
	Execution Time (Sec) (Y)

	64
	12

	80
	25

	96
	40

	112
	68

	128
	110


· (a) Find the Least Squares Regression Line equation [image: image43.png]Y=a+bX



. 

· (b) Calculate the Pearson Correlation Coefficient ([image: image45.png]


) and the Coefficient of Determination ([image: image47.png]


). Interpret the results. 

Question 5: Sampling Distributions & Software Practical                                               [10+10]
· (a) State and explain the Central Limit Theorem (CLT) in the context of network traffic sampling. Explain how standard error decreases as sample size increases. 

· (b) Practical Task: Input the dataset from Question 4 into SPSS/R Software. Execute a Simple Linear Regression analysis and Pearson Correlation test, export the ANOVA table, coefficients table, and scatter plot with the fit line, and attach the output to your assignment submission

